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                                       Cyber security threats
Case 1
What are the cyber threats?
According to the oxford dictionary, cyber threats refer to any malicious attempt to disrupt or damage a computer network. From the Chinese case study, the cyber security threat is explained from the Chinese national found in possession of export-controlled and proprietary documents containing information on the US air force metal affordability initiative to use the data from the papers in his research to increase china's ability in processing high-performance components. These documents could have compromised a broader investigation and development effort.

What is a cyber intrusion threat?
Cyber intrusion threat is a malicious act that seeks to damage, steal or disrupt a network system. From this case, the Chinese national was illegally in possession of documents that contained a significant amount of the US Company's susceptible, proprietary, and export-controlled material and data from projects outside his scope in his laptop and hard drive.

List at least five vulnerabilities.
1. The ego of his career advancement drove the Chinese employee.
2. Divided loyalty to a company- he desired to help china in its technological advancement.
3. Inadequate personal policies and procedures
4. Inadequate security procedure and training- the Chinese citizen used a company-issued computer and hard drive to carry sensitive materials.
5. [bookmark: _GoBack]Failure to conduct in-depth back rough checks of employees. The Chinese citizen had failed to disclose the employer about his foreign contract.

List possible indicators of cyber intrusion threat not listed in the article
1. Malicious IP address
2. When an employee takes poor performance appraisal sourly.
3. Unusual increased downloads of information.
4. Disagreements with coworkers and especially the management.
5. Extraordinary travel to foreign countries.

What are the mitigations of cyber intrusions?
1. Regularly educating and training employees on security policies and protocols.
2. Ensure you carefully protect proprietary information.
3. Have routine monitoring of computer networks for suspicious activities
4. Create a screening program for employees against insider risks
5. Ensure to get back turn all company-issued properties from retired, fired and separated employees.

List 5 possible mitigations not listed in the article
1. Restriction of administrative privileges.
2. Implementation of multifactor authentication for users using remote access solutions and users accessing sensitive information.
3. Regular update and upgrading of the company's software.
4. Remove unwanted hardware and software from the system.
5. Create a system recovery plan to protect critical data and ensure continued operations.

What are the financial costs for the US if these materials are shared or sold?
$3.6 million


Case 2
In the second scenario, the Chinese company maliciously used a Serbian citizen working at a US company to access US intellectual property. The Serbian citizen downloaded proprietary software and sent it to the Chinese company, impacting US company operations. The stealing of intellectual property significantly affected our company as many people lost their jobs, the stock collapsed, and a large sum of money was in business.
What is a cyber intrusion threat?

 Intrusion threat refers to the act of gaining unauthorized access to a computer system. From this case, the Serbian citizen gained unauthorized access to US company systems, downloaded the proprietor software, and sent it to the Chinese company.
List at least five vulnerabilities.
1. Financial stress- the Serbian citizen's financial situation had been greatly affected after a recent divorce.
2. Loneliness – after a recent divorce, the Chinese company wood the Serbian citizen with female coworkers.
3. Discontentment and disgruntlement- the Serbian citizen had been demoted and felt frustrated.
4. A feeling of appreciation-the Chinese company offered the Serbian citizen a multi-year contract twice as his current pay and an apartment.
5. Divided loyalty to a country besides the United States –the Serbian citizen felt more loyal to the Chinese company because of the reasonable offers promised.

List possible indicators of cyber intrusion threat not listed in the article
1. Unusual logins- logins taking place at exceptional locations, odd hours, remotely are indicators of intrusion.
2. Repeated attempted use of an unauthorized application.
3. Increase escalated privileges where an individual with certain administrative rights starts granting licenses to those not supposed to have.
4. Unwelcomed demotions.
5. Unusual behavior from the employees.

What are the mitigations of cyber intrusions?
1. Ensure there is  appropriate screening processes when hiring new employees
2. Provide a method for employees to report unusual behavior.
3. Examine the use of non-disclosure agreements and policies restricting the removal of company property.
4. Interview the exiting employees identify potential high-risk employees.
5. Provide need tools to both physical security and IT security to safeguard the company.
6. Security personnel should be provided with full access to human resource data.

List 5 possible mitigations not listed in the article
1. Installation of firewall rules or email filtering
2. Continuously monitor network traffic to enable real-time threat detection.
3. Establishment of network access controls to help mitigate insider threat risk.
4. Creation of a patch management schedule that helps the organization's IT security team stay ahead of attackers.
5. Ensure both the It security team and technical employees understand their responsibility in the event of a data breach or an attack.


What are the financial costs for the US if these materials are shared or sold?

$800 million
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